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NOD32 AHTHUBUpYC

OHANTLHBLX K

ESET NOD32
AHTUBMPYC

MNBIOTEPA

ESET NOD32 AHTUBUpYC - HaI€XKHOE pelleHne A5
3aL[MThI OT BUPYCHBIX yIPO3 U aTaK XaKePOB.
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Onucanue:

OcTaBaiiTech Ha 6€30MACHOM CTOPOHE UHTEPHETa

JloBepbTe 3a1muTy KoMnbloTepa TexHosaorusam ESET NOD32, npoBepeHHbiM 110 MuiiMoHaMu
nosib3oBaTeJsieit no Bcemy Mmupy. ESET NOD32 AnTuBHpPYC 0O6HapyKMBa€eT U YCTPAHSIET BCE BU/IbI
yrpo3, BKJIK04Yasi BUPYChl, IPOTPAaMMbI-BbIMOTATE/IH, YePBU U IUNMHUOHCKUE porpaMMbl. OH
3amuuiaeT oT BpegoHocHOro [10, cno/ib3yo1ero ya3BUMOCTH B MONYJISIPHBIX IPUI0KEHUSX,
6JIOKUPYET LieJieBble aTaKU U 3KCIJIOUTHI. B To ke BpeMs GyHKIMS 3a1UTh] OT QUILUHTA
obeperaeT OT MOLIIEHHUYECKHX CAUTOB, KpPaJylIUX JIMYHbIE JJaHHbIE, TAKKE KaK JIOTUHbI U NapoJIx
WJIK JJaHHble 6AaHKOBCKUX KapT.

e AHTHMBHMPYC M AHTMIINHOH - O6eCcrneyrBaloT NPOAKTHBHYIO 3aIIUTY OT BCEX THUIIOB
BpPEe/IOHOCHBIX POrPaMM U NPe0TBPALIAIOT PACIPOCTPAHEHNE BUPYCOB C BaLIEro
koMmnbloTepa Ha [IK apyrux nmosb3oBaTesiei.

e AHTMGUIIMHT - 3aUUIIAET JUYHbIE JaHHbIe (JIOTHHbI U MTAPOJIH, JAHHbIe 6AHKOBCKHUX
KapT U Ap. ) OT NONBITOK XHUIIleHUs Yepe3 MO/iJleIbHbIE CAUThI, MACKUPYIOIHECS MTOJ,
HacTosIIHE.

e 3amMTa OT IKCIJIOUTOB - BJIOKUpPYeT aTaku BpeZJOHOCHBIX TPOTPaMM, UCIOJIb3YIOIUX
Yys1I3BUMOCTH B MOMYJISIPHBIX TPOrpaMMax U MPUJI0KEHHU X, YCTPaHSIeT GJIOKUPOBIHUKU
3KpaHa U TPOSsIHbI-BbIMOTaTe M. 3al[MILIaeT OT aTaK Ha Be6G-6pay3epsl, PDF-penakTopsl,
IOYTOBBIEe KAUeHThI, Microsoft Office u Java.

e PacmupeHHOe ckaHUPOBaHUE NAaMATH - [103BoJIsIeT 06e3BpeKUBATD 3alIMPPOBAHHbIE
Bp€e/IOHOCHBIE IPOrPaMMbl, KOTOpbI€ YCTAaHABJUBAIOTCS HAa KOMIIbIOTEP CKPBITO OT
10J1b30BATEJIS.

e 06/s1ayHOe CKAaHMPOBaHMeE - Y CKOpseT MPOLLeCC CKAHUPOBAHUS 3a CYET UCMO0JIb30BaHUSA
6eJIbIX CIIMCKOB 0e30MacHbIX GpaiioB U3 penyTanMoHHOM 6a3bl JaHHBIX ESET LiveGrid.



[To3BosIIeT BOBpEMs OCTAaHOBUTbD JleMCTBUS HEU3BECTHOM BpeJOHOCHOM IPOrpaMMBl,
OCHOBBIBAsICh Ha MO03PUTEJbHOM MOBEJeHUH U HaJIMYKU JaHHbIX 0 Hel B ESET LiveGrid.

o CkaHUpOBaHUe NpH 3arpy3ke ¢aiioB - YMeHblIaeT 061ijee BpeMsi CKAHUPOBAHUS NyTeM
IIPOBEPKHU OIpe/ie/IeHHbIX TUNIOB $aiioB (HapuMep, apXUBOB) BO BpeMs UX 3arPy3KH.

o CkaHuUpoOBaHHe B MOMEHT IPOCTOS CUCTEMBI - [[pOBOJUT MTOJIHOE CKAHUPOBaHUe
KOMIIBIOTEPA, KOrZla OH He UcnoJb3yeTcs. [loMoraeT 06Hapy»KUTh NOTEHLUAJIbHO
HeaKTHUBHbIE YTPO3bl [Ipex/e, YeM OHU IPUYUHAT Bpe.

e KoHTpOJIb yCTPOUCTB - [IpefoTBpaliaeT NONbITKA HECAHKIIMOHUPOBAHHOTO
KOIIMPOBAHUSA JJaHHBIX HA BHeIlIHee yCTPOUCTBO. [l03BoJIA€T 3aIpeTUTD AOCTYH K
cbeMHbIM HocuTe M (CD, DVD, USB-duieniky, AMcKOBble HAKONKTENH U Ap. )[1o3BossieT
6JI0KMpPOBATh YCTPOMUCTBA, NoAK/I04aeMble yepe3 Bluetooth, FireWire u
nocJse/joBaTe/bHble/ apaJijesbHble TOPTHI.

e Cucrema npeaotBpaineHus BropkeHuu (HIPS) - [To3BossieT npousBecTu 60j1e€ TOHKYIO
HACTPOMKY oBeJleHUs ciucTeMbl. /laeT BO3MOXXHOCTb 33/jaTh NpaBuJia sl CAHCTEMHOTO
peecTpa, akTUBHBIX IPOLECCOB U MPOTPaMM /1J151 NOBBILIEHUSAYPOBHS 6€30NaCHOCTH.

e 3amuTa OT CKpMIT-aTaK - O6GHapy:KMBaeT aTaKU BpeJJOHOCHbIX CKPUIITOB, KOTOPbIE
NBITAITCA UCN0Jb30BaTh yA3BUMocTU Windows PowerShell. HaxoauT BpegoHocHbIe
CKpUIITHI Ha JavaScript, aTakytoujye yepe3 6paysep. [loaaepxkuBatoTcs 6pay3epsl Mozilla
Firefox, Google Chrome, Microsoft Internet Explorer u Microsoft Edge. 3anuTa ot
nporpamMmM-BbiMoraTtesieiOcyiecTBisieT MOHUTOPUHT OBeeHUs IPUJIOXKEHUH U
IPOIEeCCOB, NBITAIOLMXCA 3alIMPPOBATH JUYHbIE JJAHHbIE [10J1b30BaTeEJIs UJIU
3a6JI0KMpPOBATh K HUM J0CTyI. [lof03puTeIbHbIe TPUI0KEHUSA OJIOKUPYIOTCA UIU
pelieHue 0 6JIOKUPOBKe Npe/iylaraeTcsl IPUHATD 0J1b30BaTEJIO.

e Ckanep UEFI -3aujyiaet oT yrpos, aTaKywIMx KOMIbIOTEP Ha 60Jiee rJIyDOKOM ypOBHE —
Jl0 3almycKa onepayroHHoOU cucteMbl Microsoft Windows Ha koMInbloTepax ¢ CUCTEMHBIM
untepdericom UEFI

OIJ.IYTPITG IIOJIHYIO MOIIIHOCTBb KOMIIBKOTEPA

Pemrenyve obecrneyuBaeT HaZEeXKHYI0 3alllUTy U IIPHU 3TOM HE OKA3bIBAET BJIMAHUA HA
6bICTpOﬂ€ﬁCTBHe cucTeMbl. Bbl MoXKeTe UCN0J1b30BaTh BCIO MOIIb KOMIIbIOTEPpA AJIA pa6OTbI, Hrp
H IIOMCKa B UHTEPHETE. HpH HCIIOJIb30OBAHHUH HOYT6y}(a BbI MOXKeTe J0JIr'O pa6OTaTb OHJIAMH U
HaCJIaXXAaTbCA UT'PDAMMU, oes IMOAKJIDYEHHUA K SJIEKTPOCETHU U HE OTBJIEKAACH HA BCIIJIbIBAOIIIHNE
OKHa.

o Hwuskoe Bi1UsHMe Ha CMCTeMHbIe pecypchl - [logep:krMBaeT BbICOKYIO
NPOU3BOAUTENbHOCTbh KOMIIBIOTEPA Y XOPOLIO paboTaeT Kak Ha HOBOM, TaK U Ha CTapoOM
o6opynoBaHUU.ABTOMaTHYecKue 00HOBJeHUs ESET npuxoAsaT 4acTo U He60IbIIUMHU
HNOPLMAMHU, YTOObI He BJAUATbL HA CKOPOCTb MOJK/I0YEHUs K UHTEPHETY U He MelllaTh
Balleu paborTe.

e MHrpoBou pe:xuM - biioKHpyeT BCI/IbIBaKOLIYe OKHA, a 3allJlaHUPOBaHHbIe 33/1a41
6e30MacHOCTH [TIePEHOCUT Ha Jpyroe BpeMs, YT0Obl COXPAaHUTb CKOPOCTb PaboThl
NpUJIOKEeHUH U MHTepHeTa. [l03Bo/IfeT 3a6bITh 0 pa3/jpakaroliuX BCIIJIbIBAIOIIUX OKHAX
BO BpeMs [1I0Ka3a pe3eHTal i, NIpocMoTpa pUIbMOB U PabOThI APYTHUX MOJTHO3KPAHHbBIX
MPUJIOKEHHU .



e IJKOHOMMS pecypcoB HOYTOYKa - [[py OTK/II0YEHUH OT 3JIeKTPOCETH NTporpaMma
aBTOMAaTHUYECKU MepeKToYaeT HOYTOYK B ClieliabHbIN PEXXUM U 3KOHOMHO PacxoyeT
CUCTEMHbIE pecypchbl, OTKJIa/ibIBasi 0OHOBJIEHUS U PECYPCOEMKHUE 3a/1a4H.

YnpassisuTe JIMIEH3UsAMM Yepe3 NopTaa

[Ipu co3panum 6ecryiaTHON y4eTHOM 3aMMCH Ha opTasie my.eset.com BbI MOJyYUTE 0630
COCTOSIHUSI TPUOOPETEHHBIX JIULIEH3UH U BalllMX YCTPOMCTB, Ha KOTOPbIX aKTUBUPOBaHa 3alyTa
ESET.

MeHepxep 1uneH3ui - [I[pocmaTpuBaiiTe CTaTyc akTUBALUY, YIIPaB/sAiTe NPUOOPETEHHBIMU
JINLIEH3UAMU U IPUBsI3bIBaiiTe ycTaHOBJIeHHbIe MporpaMMbl ESET Ha pa3HbIX ycTpoHcTBax Ha
NPOCTOM B UCIOJIb30BAaHUU €JMHOM NOpTaJsie my.eset.com.

YcTraHoBUTB U 3a0bITh UJIM MCII0J/Ib30BAaTh BCE BO3MOXKHOCTH nporpamMmMal -
pemaTb BaM

ESET NOD32 AHTHUBUPYC OTJIMYAET yA00Hast HABUTALUsI U COBpeMeHHbIN Au3aiiH. [locsie
YCTAaHOBKHU IpOrpaMMa UMeeT BCe peKOMeH/1yeMble HACTPOUKHU 3all{UThl U pacnucaHue
CKaHUPOBAHUS, KOTOPbIE MOKHO JIETKO MOMEHSATh. ['J1TaBHBIM 3KpaH NPOrpaMMbl IO3BOJISIET
BCerjia ObITh B Kypce COCTOSIHUA 3alUThl KOMIBIOTEPA ¥ BO3MOKHbIX IP06JIEM 6€30MaCHOCTH.
HenpepriBHOM 3a1uTe cnoco6¢cTByeT paboTa aHTUBUpPYyca B GoHOBOM pexxkuMe. ESET NOD32
AHTHBHpYC 06palaeTcs K BaM TOJIbKO TOT/a, KOT/la Ballle BMellaTelbCTBO e ICTBUTENbHO
Heo6X0AMO.

e /JlelicTBUA B OAUH KJIMK - [I[porpaMMa HHTYUTUBHO NOHATHA, Y/J00HA B HABUTALUHU U
N03BOJISIET OBICTPO HAUTH BCce HE0OX0oAuMOoe.0ToOpakaeT TEKYILee COCTOSIHME 3alUThI
KOMIIbIOTEpa U HauboJiee NOMyJisipHble PYHKIIMU B IJITABHOM OKHE.

o IIpocToe 06GHOBIEHHE A0 HOBBIX BepCHil - /lJ1s1 o /iep>KaHUs HepepPbIBHOM 3alUThl
BBICOKOTO KJIacca BCe yJIy4llleHUs U HOBble QYHKIIMU aBTOMAaTU4YECKH CTAHOBATCSA
JLOCTYTIHBI B IPOAYKTe.

o T'mOKue HAaCTPOMKM - [IpesiaraeT pacuiMpeHHble HACTPOMKK 6€30MaCHOCTH, KOTOpbIe
MO>XHO MEHSATb B COOTBETCTBUHU C NOTPEOHOCTAMH I10J1b30BaTe sl. MOXKHO BbIOGpATh
HY>KHble 006J1aCTH CKaHUPOBaHUsl, yCTAaHOBUTD yZ,00HOE BpeMsl CKaHUPOBaHUsl, pa3Mep
daily10B M apxXHUBOB [1JIs IPOBEPKH U AP.

o ESET SysInspector - [IpoBUHYTbIi UHCTPYMEHT AUArHOCTUKU A1 QUKCALUU
KPUTHYECKON CUCTEMHON UHPOPMaL U JIJ1 yCTPaHEHUs LUMPOKOTO CIIMCKAa BOIIPOCOB
6e30MacHOCTU ¥ COBMECTHMOCTH.

e OtyeT no 6e30maCHOCTH - [103BOJIsIET MPOCMATPUBATh aKTYaIbHbIE CBEJIEHHUS O 3aLIUTe
ycTpoicTBa U GOpMUPYET pacliMPEHHBIN eXXeMeCSYHbIN 0TUeT 0 paboTe NPUJIOKEHUS.

CucTreMHbIe TPEOOBAHMA:
OnepanuoHHas cucTeMa:
ESET NOD32 AHTuBHpYC paboTaeT Ha JIl060M KOMIIbIOTEPE C ONepaliMOHHOMN cucTeMon Microsoft

Windows 10, 8.1, 8, 7, Vista u Microsoft Windows Home Server 2011 (64-x pa3psizHasi Bepcusi)

l/IHTepHET-COGAHHeHI/Ie



YcranoBka:

JJ151 3/IEKTPOHHBIX K/II0Yeu:
CcplIKa HA AUCTPUOYTUB: CKAYaTh
IopsAAOK aKTUBAL MU NPOAYKTA

1. OTKpo¥iTe odULIMATBHBINA CaUT www.esetnod32.ru v 3aiijuTe B pa3jen “AkTuBanus”

2. BBeuTe perucTpaidoHHbIN KO/ JIUIEH3WUH U CJIelyUTe HHCTPYKIUAM “MacTepa aKTUBALUK.
3. Ilocne ycrienmHoW aKTUBAI[UM JIMIIEH3UU BbI MIOJIYYUTE JIMIEH3UOHHbBIE JJaHHbIE, KOTOpPbIEe
Heo6X0IUMO BBECTH B YCTAaHOBJIEHHOH MporpamMMe.

4. Ecii He06X0JUMO YCTaHOBUTD IPOTPaMMy, TO CKadyailTe HEO6X0JUMBbIN JUCTPUOYTHB C
oduasbHoro canta www.esetnod32.ru us paszesa “Ckayatbh” U yCTAaHOBUTE €rO0.


https://www.esetnod32.ru/download/home/commercial/

